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Fig. 1. Medusa3D offers interactive 3D visual stimuli within a VR environment, designed to elicit reflexive
eye movements among users. By analyzing these eye responses, Medusa3D authenticates users and freezes
unauthorized individuals.

The remarkable growth of Virtual Reality (VR) in recent years has extended its applications beyond entertain-
ment to sectors including education, e-commerce, and remote communication. Since VR devices contain user’s
private information, user authentication becomes increasingly important. Current authentication systems in
VR, such as password-based or static biometric-based methods, are either cumbersome to use or vulnerable to
attacks such as shoulder surfing. To address these limitations, we propose Medusa3D, a challenge-response
authentication system for VR based on reflexive eye responses. Unlike existing methods, reflexive eye re-
sponses are involuntary and effortless, offering a secure and user-friendly credential for authentication. We
implement Medusa3D on an off-the-shelf VR and conduct evaluations with 25 participants. The evaluation
results show that Medusa3D achieves 0.21% FAR and 0.13% FRR, demonstrating high security under various
ocular conditions and resilience against attacks such as zero-effort attack, replay attack, and mimicry attack.
A user study indicates that Medusa3D is user-friendly and well-adopted among participants.
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1 INTRODUCTION

Virtual Reality (VR) is a technology that simulates a computer-generated environment and allows
people to interact with it in a very realistic way. It has become increasingly popular in recent
years, with applications in fields such as education [62], healthcare [40], e-commerce [15] and
remote communication [65]. Similar to mobile devices, VR devices contain crucial personal sensitive
information such as bank account and location data. Therefore, user authentication is critical for the
security and data protection of VR devices, as it ensures the identity of the users and can prevent
unauthorized or malicious access.

However, current user authentication methods in VR devices still adopt the traditional authenti-
cation methods that are used in mobile devices such as passwords, digital PINs, and pattern lock.
Since VR devices have no keyboard or touchscreen, users have to use hand controllers to input
the credentials, which is cumbersome and inefficient [77]. Moreover, these methods are vulner-
able to shoulder-surfing attack because attackers can easily observe the user’s hand movements
and recover the credentials [35, 77]. To address the problems, biometric-based authentication has
emerged as a viable method for VR devices. Recent works have studied a variety of biometrics,
including muscle [23], iris [84], and head [48, 82]. Despite these efforts, several limitations still
exist which are summarized below:

e Low user experience. A line of previous methods need to present stimuli to users. The
commonly used stimuli include electric [23], vibration [46], and acoustic reverberation [82].
These stimuli are not natural for user interaction with VR devices and will decrease the
immersive experience. Furthermore, such stimuli can even be harmful to health in the long
term [53, 86].

e Low security. A large body of recent systems are vulnerable to various attacks. For example,
static physical biometrics such as iris are vulnerable to replay attack [57]. A number of
works [54, 61, 83] use body motion behaviors as active features for user authentication. Users
need to perform specific tasks to complete authentication, such as grabbing, typing, walking,
and nodding. However, these tasks are pre-defined and attackers can easily learn and mimic
the legitimate user’s behaviors through pre-recorded video.

e Low practicality. Iris is a stable and accurate biometric for VR authentication but iris
scanners are expensive to deploy. Currently, only high-end products like Apple Vision Pro [1]
are equipped with such hardware. Several other works use uncommonly used biometrics,
such as brain electrical signal [48] and electrooculography [50], as features for authentication.
However, these methods require professional measurement tools that are not readily available
in commercial off-the-shelf VR devices.

The above problems motivate us to ask:“Is it possible to design a user-friendly and secure biometric-
based authentication system for VR devices using the hardware available in commercial devices?”” We
notice that the eye tracker has become an indispensable component of newly released VR headsets
such as Varjo [6], HTC VIVE [2], Pico Neo series [4, 5], and Meta Quest Pro [3]. Compared to
other biometrics, using eye movements to authenticate users is more natural and can be seamlessly
integrated with the head-mounted display ecosystem. Furthermore, since an increasing number
of commercial VR support eye trackers, eye movement-based authentication does not incur high
deployment costs.
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In terms of eye movement-based authentication, many studies have been conducted but they
mainly consider the scenarios in which a user uses a flat screen, such as laptop or desktop com-
puter [13, 34]. It is nontrivial to apply these methods directly to VR scenarios because the eye tracker
of VR devices has a significantly lower sampling rate. For example, the sampling rate of EyeLink
1000 Plus [32], which is widely used in monitor-based scenarios, can achieve a sampling rate of
2,000 Hz; however, the sampling rate of eye trackers integrated in popular VR devices are usually in
the range of 100 Hz-200 Hz. Recently, several eye response-based authentication systems specially
designed for VR devices have been proposed. For example, Zhu et al. proposed SoundLock [89]
which uses the auditory-pupillary response as biometric. However, the auditory stimuli used to
elicit the response are limited, and ambient noise greatly affects its authentication performance.

In this paper, we propose Medusa3D, a practical, secure, and user-friendly user authentication
system for VR devices via reflexive eye responses. Specifically, Medusa3D presents 3D visual
stimuli to users to elicit reflexive eye responses, including reflexive saccades and pupil diameter
changes, which will be recorded by the integrated eye tracker. We design a novel algorithm to extract
reflexive parts from the raw data and use a Graph Neural Network (GNN) feature extractor to obtain
user-specific features. Finally, a K-Nearest Neighbors (KNN) classifier is utilized to authenticate
the current user. Compared with existing methods, Medusa3D offers several advantages. First, it
is effortless for VR users because the reflexive eye responses are the user’s inherent biometric
credentials. Second, the biometric credential is anti-spoofing. Even if the credential is leaked, the
user can regenerate a new one easily and the attackers cannot mimic it. Third, Medusa3D can
be deployed easily in VR devices equipped with an eye tracker and it does not need additional
hardware that is not supported by commercial VR devices.

To evaluate Medusa3D, we implement Medusa3D on an HTC VIVE Pro Eye VR. We carried out
an extensive evaluation by recruiting 25 participants with diverse backgrounds. Evaluation results
show that Medusa3D achieves 0.21% False Accept Rate (FAR) and 0.13% False Reject Rate (FRR) with
authentication time in around 5 s. The evaluation demonstrates high robustness of Medusa3D for
different people with diverse ocular conditions and resilience against attacks including zero-effort
attack, replay attack, and mimicry attack. Additionally, we conducted a user study to show that
Medusa3D is user-friendly and well-adopted by participants.

The contributions of this paper can be summarized as follows:

e We propose Medusa3D, which provides practical, secure, and user-friendly user authentication
for VR devices based on reflexive eye responses. In Medusa3D, we design novel 3D visual
stimuli in VR that can dynamically interact with the user’s gaze. The stimuli effectively elicit
reflexive saccades and pupil diameter changes by changing positions unpredictably in both
directions and distances.

e To extract the reflexive saccades in VR scenario, we propose a novel algorithm to detect and
extract reflexive saccades from the raw gaze data. Our algorithm involves pinpointing the
time domain reflexive saccades may occur, adaptively extracting saccades from fixations and
verifying the reflexivity.

e To address the information loss due to low sampling rate, we propose a GNN-based feature
extractor to extract user-specific features from the reflexive eye responses. Our feature
extractor embeds the spatial information of reflexive saccades as a graph, then extracting the
deep features through a graph-oriented neural network.

e We conduct a comprehensive evaluation with 25 participants to demonstrate that Medusa3D
can achieve high authentication accuracy for individuals with a variety of ocular and other
conditions. Moreover, a user study shows that Medusa3D is user-friendly and well-adopted
by the participants.
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2 RELATED WORK
2.1 VR Authentication

There are many research works looking for safer mechanisms in VR authentication. The existing
methods can be categorized into five classes [77]: (1) knowledge-based methods [7, 33, 52, 59]; (2)
physical biometrics [11, 23, 48, 68]; (3) behavioural biometrics [50, 56, 61, 72, 87]; (4) token-based
methods [20] and (5) multi-factor methods [51, 88]. Based on the discussion in [77], current methods
have some limitations to being widely deployed in reality: they either require additional cognitive
loads to remember the passwords, or require extra hardware like EEG and EoG instruments that
are not part of the commercial VR devices. Additionally, some methods like iris scanning [84] may
not be used in general VR devices but only on high-end products due to the expensive instrument
needed [89]. With the development of VR, it is a trend to integrate an eye tracker within VR
to improve the user experience and provide better interaction [25]. The eye tracker has become
increasingly common in newly released VR headsets [2-6]. Therefore, Medusa3D utilizes the user’s
eye responses within VR to provide a novel authentication method, positioning it as a promising
method with wide applicability.

2.2 Gaze-based Authentication

Since the non-intrusive nature of gaze, many studies [31, 37] have explored the feasibility of serving
gaze as a biometric for authentication. Previous studies can be categorized as two classes: explicit
and implicit gaze-based authentication [41].

Explicit gaze-based authentication is a category of methods that require users to register a
system by performing specific eye movements consciously and remembering them. During the
inference phase, only legitimate users can get access to the system by recalling their predefined
passwords (i.e., eye movements). These methods may use fixations [70], gaze gestures [42], and
smooth pursuit eye movement [9, 27, 66]. These methods are easy to be combined with existed
hardware for widespread deployment, but their authentication process is slower than the traditional
PIN method [41].

Implicit gaze-based authentication, which does not require users to remember any secrets,
leverages inherent gaze behaviors and can occur throughout an activity. Research in the field
mainly focused on assessing unique eye movements when performing activities with varying visual
stimuli [41]. Previous works have used text-based tasks [13, 34], image-based tasks [17, 24, 55, 75],
dynamic stimuli like moving targets [8, 12, 87] or video [19, 71]. These methods are effortless
compared with the explicit one. However, they rely on desktop eye trackers with high sampling
rates or active eye movements for task completion, which attackers may mimic. Different from
these systems, Medusa3D leverages reflexive eye movements for authentication in VR.

2.3 Challenge-Response Authentication

According to the typology of authentication methods stated in previous wrok [60], current authen-
tication methods can be categorized as users possession, users knowledge and users characteristic.
Challenge-response authentication is a method that belongs to users characteristic. However, dif-
ferent from static biometrics like fingerprints [38] and iris [84], challenge-response authentication
relies on the active biometrics of a user’s physiological response to a given stimulus (referred as a
“challenge”). The underlying assumption is that the response of each user to a specific challenge is
distinctive, making each challenge-response pair akin to a biometric password. Previous research
on challenge-response authentication has utilized various types of active biometrics, such as finger
responses to vibrations [47, 49], brain wave signals generated by brain responses to visual stim-
uli [11, 48], and acoustic features from ultrasound in response to facial articulatory gestures [28]. In
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Fig. 2. Saccade patterns. Fig. 3. Impact of changes in depth. Fig. 4. Pupil change patterns.

VR scenarios, Chen et al. utilized muscle response to electrical stimulation [23]; Luo et al. proposed
OcuLock [50] using electrooculography signals response to visual stimuli; Wang et al. and Li et al.
used head vibrations or reverberations in VR headset [46, 82].

Compared with the methods using static biometrics [8, 36, 38], challenge-response authentication
systems are more robust against data theft and replay attack, which are common problems for
passive biometrics [30, 43, 85]. This is because the credentials created under challenge-response
protocols are revocable. However, the challenge-response methods listed above either need addi-
tional hardware or are not suitable for usage in VR devices. Recently, SoundLock [89] utilized the
auditory-pupillary response as an authentication method in VR. They used specific types of audio
to elicit the change of pupil size. However, this method can be easily disturbed by the ambient noise.
Instead, Medusa3D uses 3D visual stimuli in VR to trigger reflexive saccades and pupil diameter
changes for robust authentication.

3 PRELIMINARY STUDY
3.1 Primer on Reflexive Eye Responses

Reflexive eye movement is an activity that is driven by visual stimulation but does not require
volitional control [45, 69]. Previous research demonstrates that when a noticeable change occurs
within human view, the user’s eyes naturally initiate reflexive saccades to adapt to the change [44,
74], which serves as the cornerstone of the extraction of high-level cognitive information.

Previous studies [74] have investigated using reflexive saccades as biometric to authenticate users
on flat panel display (i.e., screen), since these saccades are produced reflexively and are effortless
neuronal responses. Recent studies have proposed that pupil diameter also plays an important
role in the unique gaze pattern [31], however, the aforementioned methods are screen-based, and
thus cannot simulate changes in depth. Furthermore, the user’s open-field view is not conducive
to the elicitation of stimulus-induced reflexive saccades. Given these shortages, using VR as the
implementation platform is superior because it covers the whole eyes and avoids the effect of
external light on pupil diameter.

To verify the feasibility of using reflexive eye movement for user authentication, we conduct
a pilot study. We implement an interactive ball as a stimulus in VR and record the user’s gaze
trajectory to analyze the feasibility of using reflexive saccades to authenticate users. The ball will
flash to arbitrary positions once it is gazed at by the user. As Fig. 2 shows, although the same series
of visual stimuli is given (fixed random seed), there are different patterns among the saccades of
different users. To investigate the influence of changes in depth, we fix the direction in which the
stimulus appears and only change the depth of the stimulus in the virtual space. As Fig. 3 shows,
with the mutations of stimulus distances, the user’s pupil diameter has corresponding dilation
or constriction to adjust the changes. Furthermore, given the same series of distance mutations,
changes in pupil diameter also exhibit significant differences among different individuals but remain
similar for the same individual on different trials (Fig. 4). Therefore, we can conclude that the unique
intrinsic patterns of reflexive eye movement can be used as biometric for user authentication.
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Fig. 5. System overview.

3.2 Design Rationale

To utilize the reflexive responses, we adopt the commonly used challenge-response mechanism.
We need to carefully design the challenge to elicit the responses we need. The pilot study indicates
that unexpected salient changes of the stimulus position can elicit reflexive saccades of people,
while distance mutations of the stimulus within a distance of 5 m—-15m will trigger changes in pupil
diameter to focus on it. Therefore, based on the intrinsic patterns of different people discovered in
pilot study, we exploit the salient position changes of a ball, varying in both directions and distances
within VR environment as visual stimuli. Additionally, it is crucial to design the visual stimuli to
be unpredictable to prevent users from anticipating the next position, which would inhibit their
reflexive responses. The detailed design of the visual stimulation will be discussed in Section 4.2.

After presenting the visual stimulation, we need to extract the reflexive responses, i.e., reflexive
saccades, from the raw eye movement data. Previous research works [74, 81] have shown that after
an unexpected challenge, the corresponding reflexive saccade is usually initiated within a latency
of 250 ms and is physically impossible to initiate less than 80 ms. The saccade usually lasts for
20 ms-100 ms [74]. Based on these facts, the time domain that a reflexive saccade may occur is the
time interval of 80 ms—350 ms after the stimulus presents. During visual tasks like search or scene
perception, our eyes switch between fixations and saccades [67]. Thus, within the time domain, we
can extract the saccadic part from fixations based on their differences in angular velocities of eyes.
Finally, we need to verify the reflexivity of the extracted saccades based on the initiation time to
make sure it is the corresponding responses we need. The detailed design for reflexive saccades
extraction will be elaborated in Section 4.3.

4 SYSTEM DESIGN
4.1 Overview

Fig. 5 shows the overview of Medusa3D, which consists of two phases: registration and authentica-
tion.

Registration phase. In this phase, the legitimate user first needs to complete a five-point calibration
after putting on the VR headset to ensure that the eye tracker can precisely capture the user’s
eye movements. Then, a random stimulation that contains 900 stimuli will be presented in the
user’s view. During this process, the eye tracker continuously records the user’s reflexive eye
responses elicited by the stimuli. After obtaining the raw data, Medusa3D segments reflexive
saccades (elaborated in Section 4.3) and trains a universal GNN feature extractor and a user-specific
KNN classifier (Section 4.4 and 4.5) for each legitimate user.

Authentication phase. When a user tries to unlock the VR device secured by Medusa3D, a
short stimulation (consists of 10 random stimuli, takes 5s on average) and the corresponding
eye movements will be coupled for signal processing. Medusa3D first verifies the freshness of
the collected data to ensure its validity. If valid, the system will segment the user’s reflexive
saccades and further feed them into the well-trained GNN feature extractor to extract user-specific
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features. By feeding the features into the pre-trained KNN classifier, Medusa3D obtains the final
decision—whether it is a legitimate user or not.

4.2 3D Visual Stimulation Design

Recall the discussion in Section 3.2, to elicit reflexive eye responses, the visual stimuli used in
Medusa3D should satisfy the following requirements: (1) salient change: the stimuli should cause
salient change in the field of view to elicit reflexive saccades to search for the target; (2) variable
depth: the visual stimuli should change in depth to elicit the variations of the user’s pupil diameters
as 3D features; (3) unpredictability: the visual stimuli should always be unseen and unpredictable
for users such can exclude the interference from memory and subjective forecasting.

Based on these requirements and analysis in Section 3.2, we design the “stimuli” used in Medusa3D
as an interactive red ball, which unpredictably shifts in random directions within a range of 5m to
15 m from the user. The diameter of the ball is designed as 0.7 m in virtual 3D space, as to make the
gaze interaction effect similar to that in previous work [74]. As Fig. 6b shows, once the user’s gaze
ray intersects with the red ball, it will flash to a new random position. The process will continue
until N stimuli have been presented. Here, N means the number of stimuli used during a single
authentication. Furthermore, considering that the user might not have focused on the red ball, the
ball will change its position after 1,000 ms. Note that if the proportion of valid points (i.e., gazed
by user) does not reach a certain threshold (7), it will be eliminated in the freshness verification
(elaborated in Section 4.3). In practice, for each 10-stimulus challenge, the whole process takes
about 5 s on average.

4.3 Signal Processing

Freshness verification. Upon completion of the interactive data recording, we combine the
stimuli positions with the user’s saccades for further analysis. Given that each series of visual
stimuli is fresh for the user, it is necessary to verify the freshness of the recorded eye movements.
It means that Medusa3D only segments reflexive saccades from valid samples where the user’s
gaze intersects with a sufficient proportion (> ) of the visual stimuli, discarding any invalid
samples. The threshold 7 represents the ratio of successfully gazed stimuli to the total number of
stimuli presented. In the authentication phase, invalid samples will result in an invalid attempt,
necessitating a re-authentication.

Specifically, when a visual stimulus appears within the field of view, it is successfully gazed at
only if the user’s gaze ray intersects with the ball within a time not exceeding fy,,x. Otherwise,
the system will automatically transit the stimulus to a new position after t,y, and the point of
stimulus will be marked as an anomaly (i.e., bad data point). Through practice, we set the values of
tmax and 7 to 1,000 ms and 0.5, respectively.

Reflexive saccade segmentation. We will now proceed to the segmentation of reflexive saccades
from the raw gaze data. Previous methods [10, 76] cannot be applied to Medusa3D because they
are not suitable for the extremely low sampling rate and reflexivity attribution we need. Therefore,
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Algorithm 1 Reflexive Saccade Extraction

Require: w: angular velocity time series, s: the occurrence time of each stimulus
Ensure: Extracted reflexive saccades
for each stimulus s; do

P « SLICE(w, s; + 80 ms, s; + 350 ms) > Extract data between 80-350 ms post-stimulus
Pinterp < UPsamMPLE(P, 1200 Hz) > Interpolate data for high-frequency simulation
Pymooth < SAVITZKYGOLAY(Pinterp) > Process interpolated data with Savitzky-Golay filter
0 «— % max(Psmooth) > Initiate the threshold value
1, 0 «— STATISTICS(Psmooth < 0) > Compute AVG, SD of the data lower than threshold
while |(¢+30) — 0] > 1 do
0 «— min(y + 30,6 —0.1) > Iterate threshold value until convergence
1, 0 STATISTICS(Psmooth < 0) > Update p, o for convergence check and next loop
end while
I < FINDINDICES(Psmooth = 0) > Obtain the indices of saccade part
Iorig < MAPTOORIGINAL(], step of Pinterp) > Map the indices to original data before
upsampling
if LATENCY (Lyrig, 5i) < 250 ms AND ISPEAK (Iyig) then
return I > Check if saccade is reflexive or not
end if
end for
3400 o 350 ms g 400 J/\\ 5400 Reflezive
£z £ [ z
g B 0, = %max(Velocity);“ \\ g
£200 2 200 - Ao - - - - - [--%-------- 53 200
P = 0, = py + 304 /‘ \\ =
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(a) Reflexive saccade timing. (b) Adaptive saccade segmentation. (c) Reflexivity verification.

Fig. 7. Process to extract reflexive saccade.

we propose a novel algorithm to extract reflexive saccades in Medusa3D. A pseudo code of the
algorithm is presented in Algorithm 1.

We first interpolate the data gaps caused by the eye closure, then differentiate the time series of
gaze angle to obtain the angular velocity time series. Then, for each visual stimulus, we focus only
on the data from the period beginning 80 ms after the stimulus appears to 350 ms when it ends
(Fig. 7a), as this is the duration of time in which reflexive saccades are likely to occur as discussed in
Section 3.2. To address the low sampling rate issue, we upsample the extracted data to a frequency
of 1,200 Hz. Then, we employ a Savitzky-Golay filter [64] to smooth the signal.

Subsequently, the proposed algorithm can adaptively search the threshold 6 to distinguish
saccade and fixation. As Fig. 7b shows, 0 is initialized as half of the highest peak value. During each
iteration, the value of 6 will be updated to i+ 30, where p represents the mean and o represents the
standard deviation of all data points below the current value of 8. This iteration process continues
until the value difference of two adjacent 0 is less than 1°/s, at which the process is considered
to have converged. However, for some special situations, the angular velocity data of the user’s
fixation fluctuates drastically. The updated u + 30 may exceed the existing 8, thus the threshold will
move towards an undesirable direction. To this end, we optimize the segmentation algorithm [58]
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proposed by Nystrém et al. by adding a “one-way valve” mechanism. By selecting the minimal of
0 — 0.1 and p + 30, we can locate the optimization direction of 8 and hence address this issue.
Finally, once 6 is determined, we extract the component beyond 6 as a saccade and judge whether
the segmented saccade is reflexive. As Fig. 7c shows, only saccades whose starting points fall within
the red area are defined as reflexive saccades. If the starting point exceeds the delay upper limit
(250 ms), it will be considered as volitional [81] and will be discarded in the subsequent pipeline.

4.4 GNN Feature Extractor

Since GNNs excel in capturing complex relationships in non-Euclidean data structures, they are
particularly adept at modeling the intricate spatial relationships inherent in gaze analysis [16].
Furthermore, their ability to handle dynamic data makes them suitable for real-time or sequential
saccade tracking, a critical aspect of gaze-related tasks. Moreover, GNNs offer enhanced context
understanding by considering the nodes and edges representing the surrounding environment,
providing richer insights into the user’s focus and interactions. Therefore, we design a GNN model
to extract discriminative features from the saccade trajectory for different individuals.

Fig. 8 shows the basic idea of how to model the user’s gaze as a graph, which reflects the geometric
and pairwise relations among nodes (i.e., gaze points). We define the segmented reflexive gaze
points as a set of nodes V = {v1, 05, ...,0x}. Then, to embed spatial information into the graph, we
build an edge E = {e,-,i+1}i.‘=‘ll between each pair of adjacent gaze points. Considering the temporal
information, we set the weight scalar s; ; > 0 only if j > i while we do not link the nodes (i.e,
si,j = 0) if j < i. Therefore, the graph used in Medusa3D is a directed graph G = (V, E). Finally, we
formulate the development of an effective GNN feature extractor as a user identification problem
(i.e., M-way classification), where M is the number of users involved in model development. We
design a graph-oriented network that consists of a feature extractor and a classifier to achieve this
goal. Three graph convolutional layers (GCNConv) are included in the feature extractor with a
ReLU activation function and dropout layer (p = 0.5) followed by each GCNConv. Here, the hidden
channel number is 64. The features extracted after the third GCNConv are utilized for intermediate
representation and classification, with the final output derived by global mean pooling followed by
a softmax function. This structure efficiently captures and utilizes graph-based spatial and temporal
relationships for distinguishable feature learning.

Once the network is trained, the classifier will be discarded. Then, we can get a GNN feature
extractor, which can obtain user-specific features from a directed graph. Fig. 9 shows the t-distributed
Stochastic Neighbor Embedding (t-SNE) result of deep features in latent space. It is easy to find
that each individual’s cluster is separated from others, which provides the feasibility to delimit the
boundary of the legitimate user using a KNN model.

4.5 KNN Classifier

To develop an authentication system, it is crucial to find a classifier capable of distinguishing the
legitimate user from others. To this end, we implement a KNN model to delimit the boundary of
the legitimate user in latent space. In practice, the efficacy of the boundary delimited by the KNN
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Table 1. Participants demography.

Gender # %  Age # % Myopiadiopters # % Eyeweartype # % VREx. # %

Female 14 56 18-21 2 8 [0.00D,-2.00D) 5 20 None 4 16 Yes 13 52
Male 11 44 22-24 9 36 [-2.00D,-400D) 7 28 Contactlenses 3 12 No 12 48
25-27 10 40 [-4.00D,-6.00D) 10 40 Eyeglasses 18 72

28-30 4 16 [-6.00D,-8.00 D] 3 12

Fig. 11. A participant during the study.

model depends on two critical hyperparameters: k and a. Generally, the value of k determines the
number of nearest neighbors to consider, affecting the model’s sensitivity to noise and its ability
to generalize, while the value of @ can influence the weighting of these neighbors, impacting the
balance between bias and variance in the model’s predictions. The essence of developing a KNN
model is to find an effective combination of (k, @) that can package legitimate user samples in the
latent space as much as possible while excluding samples from others.

We extract the deep features of the legitimate user using the GNN feature extractor, then project
them into a 2D latent space so that we can visualize the boundary as shown in Fig. 10. The boundary
defined by the KNN model tightly wraps around the cluster of legitimate user samples, with only a
very few samples falling outside the boundary. In such situations, when a new attempt is made
to unlock the device, it will be granted if the projected position of the new sample falls in the
boundary. Otherwise, Medusa3D will regard the user as a spoofer and deny the access request.

5 EVALUATION
5.1 Experimental Setup

5.1.1 Implementation. We implement Medusa3D on HTC VIVE Pro Eye, as this model with its
integrated eye tracker has been proved can be used as an assessment tool for saccadic eye move-
ment [39]. The model has dual OLED 3.5-inch diagonal screen with 1440 X 1600 pixels per eye
resolution. The eye tracker integrated within the VR has a sampling frequency of 120 Hz with
a trackable field of view of 110 degrees. The VR is powered by a desktop PC with an Intel Core
i7-8700K CPU and an Nvidia Geforce RTX 2080Ti GPU. The prototype is implemented through the
Unity platform with version 2021.3.30f1. The eye movement data is output through the SRanipal
API [80]. The GNN model and user-specific KNN classifier are trained on the same PC using the
RTX 2080Ti GPU and the PyTorch framework with version 1.13. All experiments adopt a 7:2:1 ratio
to split training, validation, and testing data in the time order.

5.1.2  Data Collection. To evaluate the performance of Medusa3D, we invited 25 participants (14
females, 11 males), with ages ranging from 18 to 30 years old (AVG=24.42, SD=2.87)". We considered

IEthical approval has been obtained to conduct this study (No. H002554)
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the diversity of the users from different perspectives, such as the eyewear type, the severity of
myopia, and the VR experience. The details of participants’ demography are shown in Tab. 1.

The experiment setup for participants is shown in Fig. 11. Each participant was informed of
the experiment’s purpose and the data that would be collected. An experimenter assisted the
participants in wearing and adjusting the VR devices. Then, the participants calibrate wearing
the VR with a 5-point calibration [79] provided by HTC. It is worth noting that calibration was
necessary after each re-wearing to ensure that the hardware can track the user’s gaze precisely.
During data collection, the participants were challenged by 1,000 visual stimuli (e.g., the number of
balls presented to the participant). The total duration of data collection for each participant was
about 10 minutes. Out of all the 25 participants, we randomly chose five participants as unseen
attackers, i.e., the five users’ data will not be used in any experiments except security analysis
against unseen attackers.

5.1.3 Threat Model. We assume that the communication between the eye tracker and the CPU
cannot be surveilled. Similar to previous studies [22, 89], we consider the following attacks:

e Zero-effort attack: an attacker attempts to unlock the VR headset using their biometric
responses to visual stimuli, impersonating the legitimate user.

e Replay attack: an attacker tries to replay or inject the previously recorded eye movement
samples to Medusa3D.

e Mimicry attack: an attacker observes and mimics the legitimate user’s eye movement from
previously recorded samples and try to spoof Medusa3D by imitating the legitimate user.

5.1.4 Metrics. We use the following metrics, which are widely used in previous works [22, 23]:

¢ Identification Error Rate: the probability that the identity of a user is incorrectly classified.
o False Accept Rate (FAR): the probability that an attacker is authenticated as legitimate.

¢ False Reject Rate (FRR): the probability that a legitimate user is authenticated as illegitimate.
e Equal Error Rate (EER): the point at which the FAR and FRR are equal.

5.2 Overall Performance

In this experiment, we aim to evaluate the overall authentication performance of Medusa3D. We
first use all participants’ training data and validation data to train the GNN feature extractor. The
trained model has achieved an overall identification accuracy rate of 99.7% on test data. This result
indicates that the trained model can effectively extract the features of different people. We then use
the feature values extracted by the feature extractor to develop the user-specific KNN classifier. For
each participant, we train the classifier using the training dataset’s feature values and determine the
optimal hyperparameters k and « through the performance in validation data. As shown in Fig. 12,
the error rate on the validation set of different participants may show different patterns for k and
a. There are many EER points as illustrated. For each participant, we find the lowest EER point and
use its corresponding k, « as the optimal hyperparameters to train a user-specific classifier for this
participant. Finally, for every participant, we use the test data as legitimate attempts and all other
participants’ test data as illegal attempts to calculate the FAR and FRR, respectively, to evaluate the
user-specific classifier. We then calculate the FAR and FRR for all the participants.

Fig. 13 plots the FAR and FRR of all the 20 participants. Most participants can achieve 0% FAR
and FRR, while others have low FAR or FRR, indicating effective authentication with user-specific
classifiers. The highest values of FAR and FRR are 3.54% (i.e., User 7) and 1.52% (i.e., User 20). Overall,
Medusa3D achieves 0.21% FAR and 0.13% FRR, demonstrating its high reliability and effectiveness
across a diverse demographic. Compared with the state-of-the-art authentication methods for VR
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FAR
FRR
— EER

FAR

Table 2. Comparison with state-of-the-arts.

Methods FAR (%) FRR (%) Autbentlcatlon
time (s)
OcuLock [50] 3.55 3.55 <10
SkullConduct [68] 6.90 6.90 <23
Brain Password [48] 2.50 2.50 ~4.80
ElectricAuth [23] 0.83 2.00 ~1.30
SoundLock [89] 0.76 0.91 <7 (a) (b)
VibHead [46] ~5 ~5 <1
Medusa3D 0.21 0.13 ~5 Fig. 12. FAR, FRR and EER for specific user with

respect to k and a under KNN classifier.

devices, Medusa3D almost achieves the best performance among all biometric-based methods in
both FAR and FRR while maintaining a reasonable authentication time as shown in Tab. 2.
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Fig. 13. Authentication error rates for 20 participants. Fig. 14. The impact of visual stimuli amount (N).

5.3 Micro-benchmarks

In this subsection, we will evaluate the impact of various factors that may affect the performance
of Medusa3D.

5.3.1 Impact of Visual Stimuli Amount. A crucial factor affecting the performance of Medusa3D is
the amount of visual stimuli presented to users because it balances the security and user experience.
Intuitively, the more visual stimuli we present to the user, the more information we can obtain and
the lower error rate Medusa3D will achieve. Therefore, this experiment aims to evaluate the impact
of visual stimuli amount on authentication performance. To this end, we adjust the number of
visual stimuli and calculate the identification error rate. Fig. 14 shows the results of using different
numbers of stimuli (N). To our surprise, the identification error rate does not decrease gradually
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when more visual stimuli are used but instead increases. After analysis, we find that larger N leads
to a more complicated graph which integrates more information but fewer training samples since
the total amount of training data is fixed. Meanwhile, we also need to note that we should not
directly choose the lowest N since lower N results in less information (e.g., simple gaze graph). For
example, the error rates of N = 4 and N = 6 are lower than that of N = 2. Thus we need to find the
balance between these factors to find the best value of N for Medusa3D. Finally, we choose N = 10
as the best visual stimuli amount setting for Medusa3D because it has shown the best mean error
rate as well as the lowest standard deviation, which means a stable performance.

5.3.2  Impact of Training Dataset Size. Training dataset size is an important factor when building
up Medusa3D. It cannot be as large as possible as it is correlated with the registration time when
the user first registers. To evaluate the impact of training dataset size on Medusa3D, we adjust the
training size from 500 to 800 visual stimuli and calculate the identification error rate. As shown in
Fig. 15, with the training data increasing, the error rate falls to around 2% and comes to a plateau
phase. Although increasing the dataset size can achieve better authentication performance, it also
leads to longer registration time. As the identification error rate comes to a plateau phase, finally
we choose 700 visual stimuli as a trade-off. This setting means that users need to be challenged by
700 training stimuli and additional validation part for registration. Thus the total registration time
of Medusa3D will need around 7 minutes.

5.3.3 Impact of Fatigue. Prolonged and intense eye movements may induce fatigue in users, poten-
tially affecting the performance of Medusa3D. To evaluate the influence of fatigue on authentication
accuracy, we invited five participants to participate in an extended half-hour data collection fol-
lowing the standard data collection. We equally divide the data into three parts based on their
timestamps so that different parts simulate different levels of fatigue after using a VR device for a
certain period. We use these data as test data to calculate the authentication performance of the
model trained on the standard dataset. The error rates corresponding to varying levels of fatigue are
depicted in Fig. 16. The data shown in “Standard” is calculated with the test data in standard dataset.
We can observe that as fatigue level increases, FAR remains consistent with that of standard level,
while FRR increases to approximately 5% at Level-2 and falls back to about 3% at Level-3. These
results indicate that fatigue has an impact on user-specific feature and affects the authentication
performance of Medusa3D.

5.3.4 Impact of Stimuli Colors. To evaluate the impact of colors on the visual stimuli, we invite five
participants to conduct an additional experiment. We set three different color settings for visual
stimulation: (1) light background with a red ball; (2) dark background with a red ball and (3) dark
background with a white ball. For each setting, we present 500 visual stimuli for each participant,
i.e., around 5 minutes of data per setting per participant. The result is depicted in Fig. 17. We observe
that the setting of a dark background with a white ball has shown the best performance while the
performance on a light background with a red ball is acceptable. Considering the interaction need
in the VR scenario, the light background will provide better potential to integrate Medusa3D as a
pervasive authentication tool. Thus we finally choose the light background with a red ball as our
visual stimuli setting for Medusa3D.

5.3.5 Impact of Contact Lenses and Glasses. We now investigate whether the user wears glasses or
not has an impact on the authentication performance. We divide the participants into three groups:
(1) those wearing conventional eyeglasses (14 people); (2) those wearing contact lenses (3 people);
(3) those without any corrective lenses (3 people). Fig. 18 plots the FAR and FRR of different groups.
The highest error rate for all three groups is around 0.5%. We find that the participants with contact
lenses and glasses obtain similar performance while they achieve better performance compared
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with the people without any lenses. The reason is that the features of different eyewears may be
included during the eye tracker calibration procedure and the unique eyewear features are helpful
to achieve better authentication performance. These findings suggest that Medusa3D achieves high
authentication rates regardless of whether the user is wearing glasses or not, demonstrating the
wide applicability of Medusa3D.

5.3.6 Impact of Myopia Diopters. High myopia may affect eye tracking performance [79] and
further affect the authentication performance. To evaluate the impact of myopia diopters on
Medusa3D, we examine the influence of varying diopters of myopia on the system’s error rate.
Participants are divided into four groups based on their myopia severity: [0.00 D, -2.00 D) with four
people; [-2.00 D, -4.00 D) with five people; [-4.00 D, -6.00 D) with nine people and [-6.00 D, -8.00
D] with two people, where D is diopter. We calculate the FAR and FRR of all the groups and plot
the results in Fig. 19. First, we notice that the error rate decreases with the increment of myopia
diopters. This is because people with high myopia always wear glasses or contact lenses, and the
data captured by the eye tracker may include information of the unique lenses. Additionally, the
error rates of all groups are below 1.0% and the highest error rate is around 0.7%, indicating the
high robustness of Medusa3D for different myopia diopters.

5.3.7 Impact of Other Factors. In this experiment, we evaluate the influence of other factors,
including age and prior experience with VR. The results of these factors are depicted in Fig. 20 and
Fig. 21, respectively. In terms of age, the results in Fig. 20 indicate that the younger participants seem
to achieve better performance than the older participants. The reason may be the responsiveness
difference as the age increases. In terms of prior experience with VR, the results in Fig. 21 show
that the people with VR experience achieve slightly higher FAR than those without experience.
This may be because users without VR experience exhibit better reflexive responses compared
with those with VR experience. The results also demonstrate that Medusa3D can achieve high
authentication accuracy for a wide range of users.

5.4 Security Analysis

5.4.1 Zero-effort Attack. In a zero-effort attack, attackers attempt to unlock the device with
Medusa3D by using their own biometrics as credentials. The assumption here is that the attacker
has obtained physical access to the victim’s VR headset. This could occur, for instance, if the device
is misplaced or stolen, or in scenarios where it is inadvertently left in a public space, such as a
library, a classroom, or a cafe. We randomly choose 5 out of 25 participants as attackers and treat
the remaining participants as legitimate users. The data of the legitimate users are used to train
their own user-specific classifiers after which the data of the attackers are used to attack the system.
The aggregate FAR of five unseen attackers is recorded at 0.74%. A detailed breakdown of the FAR
for each attacker is illustrated in Fig. 22. Notably, the highest attacker’s FAR is below 2%. Such
findings provide a robust evaluation of the system’s defensive capabilities against zero-effort attack.

5.4.2 Replay Attack. In a replay attack, an adversary could replay a pre-recorded eye movement
response to bypass the authentication system. However, spoofing Medusa3D via this approach
is non-trivial, if not impossible, due to several factors. First, the VR headset occludes the eyes
part, precluding external recording of eye movements. Second, even if an attacker successfully
captures the eye movements of a legitimate user through malware, the feasibility of replaying
these movements on a standard display to Medusa3D is highly improbable. This is because the eye-
tracking technology relies on the reflection of near-infrared light from the eyes to build its model
and calculate the associated gaze directions for interactive stimulation [18]. Such reflections cannot
be emulated by a screen or other materials. Last, when an attacker tries to inject the pre-recorded
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Fig. 23. Computational delay on different devices.

eye movement data via a software virus, our challenge-response mechanism will always present a
fresh series of visual stimuli that is different from before. The previous recorded eye movement
cannot be coupled with the new visual stimuli. Thus Medusa3D is resistant to the replay attack.

5.4.3 Mimicry Attack. Attackers may also attempt a mimicry attack, wherein an attacker acquires
and imitates the eye movement patterns of the legitimate user’s behavior to bypass Medusa3D. Nev-
ertheless, Medusa3D is designed to thwart such attacks. First, the visual stimuli used in Medusa3D
are dynamic and different in each attempt, which leads to different eye responses in different
attempts. It is difficult for attackers to make a similar response when facing a new unseen challenge
based on the old eye movement response that they have learned and imitated. Second, Medusa3D
exclusively recognizes reflexive responses as biometrics for authentication, while disregarding
voluntary eye movements, i.e., the imitation eye movement is voluntary and will be excluded from
the reflexive part for authentication. Therefore, the design of Medusa3D fundamentally prevent
mimicry attack.

5.5 System Overhead

The authentication process should be efficient to ensure an optimal user experience within VR
environments. To assess the time efficiency of Medusa3D in authenticating users under various
settings, we conduct evaluations using four distinct types of CPUs: Intel i5-8265U, i7-8700K, Apple
M1 and M2. It is important to mention that our experimental procedures are conducted entirely on
the CPU, without leveraging GPU resources. We measure the response times for 100 authentication
attempts and report the average time.

The whole pipeline of Medusa3D includes three main components: signal processing, GNN feature
extractor, and KNN classifier. The running time of each component is depicted in Fig. 23. The overall
running time varies greatly on different hardware devices, ranging from 18.2 ms—85.9 ms. On the i5
CPU, which has the lowest computing capability, the running time of Medusa3D to complete one
authentication attempt is 85.9 ms, demonstrating the high efficiency of our design. We also find that
the most time-consuming component is signal processing, which takes about 93%-97% of the whole
processing time. This is because signal processing part includes the reflexive part extraction task
which utilizes the iteration method that is time-consuming. Recall the stimulus amount determined
in Section 5.3.1, i.e., 10 stimuli each time. In practice, for each authentication attempt, the stimulation
process takes around 5 s and our evaluation indicates the computational time does not exceed 100 ms
on prevalent hardware devices. In summary, combining the stimulation process and computational
time together, the required authentication time for Medusa3D is approximately 5 s.

5.6 User Study

To evaluate the usability of Medusa3D, we invite all of the participants to conduct a user study.
These participants experience the usage of Medusa3D and they are told to evaluate the usability
of Medusa3D by answering multiple questions based on their own experience. We design seven
specific questions to understand the users’ feedback. The questionnaire is shown in Fig. 24. The
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Fig. 24. Results of user study.

participants answer these questions with scores ranging from 1 to 10 which represent from strongly
disagree to strongly agree.

Fig. 24 shows the results of user study. For the opinions on current VR privacy and security
situations (Q1 & Q2), most participants agree that there are private information stored in VR and
current authentication methods are not enough to protect it. For the comparison of new method
with traditional methods (Q3), most participants agree that using gaze patterns as credential is
more secure than password or pattern lock. While two participants express skepticism about
the security enhancement provided by using gaze patterns as credentials. They argue that the
choice of authentication method is less significant compared to the broader issue of network
security, which they believe plays a more crucial role in overall protection. When coming to the
user-friendliness of Medusa3D (Q4-6), all of the participants agree with these questions and most
of them strongly agree (the averages and medians of all three questions are higher than 8). The
results show that most of participants agree Medusa3D is easy to learn and use without discomfort
while the authentication time is acceptable for them. The responses from participants indicate that
Medusa3D is a user-friendly system. Finally, we inquire the participants if they are willing to use
Medusa3D for their own VR devices (Q7). Participants give a wide range of responses. Overall, the
majority of participants are willing to use Medusa3D. While there are still two participants who are
not willing or even strongly unwilling to use Medusa3D, attributing their reluctance to habituation
with passwords or skepticism towards the maturity of this novel technology.

Overall, the majority of participants recognize the potential security issue in VR and are not
satisfied with traditional authentication methods. Medusa3D provides a user-friendly and secure
method for VR authentication and most participants display openness and acceptance towards the
new method.

6 LIMITATION AND FUTURE WORK

Although the previous evaluation demonstrates the superior performance of Medusa3D under
different conditions, there still exist several limitations that need to be tackled.

Performance degradation over time. The principle of Medusa3D is that the response to the
visual stimuli of every user is unique. However, previous research [63] has shown that the template
acquired during the registration phase poorly represents the newly collected data samples, leading
to degraded performance. This will pose a significant challenge to our system. In spite of the
limitation, there are some promising solutions to address it. For example, previous work [29]
achieves stable sensing performance during a long time period by combining unsupervised domain
adaptation and self-supervised learning. Furthermore, the application of incremental learning
on biometrics-based authentication [21, 73] indicates that it is a promising solution to solve the
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long-period performance degradation problem. The investigation of integrating these techniques
into our system will be included in our future work.

Different nervous system status. Medusa3D relies on the reflexive response to visual stimuli and
the reflexive responses are determined by the nervous system. However, people’s nervous system
status is affected by many factors such as tiredness and drunk [14, 26]. In this case, the response
time and response pattern of a user may be different from that in normal status. To address the
limitation, we will integrate user state detection algorithms to detect the user’s nervous status and
accordingly combine adaptive algorithms to adapt to different nervous conditions.

Different eye conditions. Previous evaluation has shown that Medusa3D can perform well on
participants with different eye conditions. However, if the user has gone through an eye surgery
where scars were left on the cornea, the eye tracker may not track the eye movement correctly [78].
As a result, the authentication performance will drop significantly. Additionally, a user may wear
different glasses during training data collection and authentication. To address the problem, we
may apply domain adaptation techniques to make sure we can learn features that are independent
of eye conditions.

7 CONCLUSION

In this paper, we propose Medusa3D, a challenge-response authentication system for VR based
on reflexive eye responses. Medusa3D employs a GNN feature extractor to extract user-specific
features from the reflexive saccades and pupil diameter changes, elicited by meticulously designed
visual stimuli. Then, we use KNN to build a user-specific authentication classifier. We implemented
a prototype of Medusa3D on an HTC VIVE Pro Eye VR and conducted extensive evaluations to
evaluate the performance of Medusa3D under different conditions. Evaluation results show that
Medusa3D can provide reliable authentication on users with diverse conditions while incurring
low computational costs. Our user study also demonstrates that Medusa3D is user-friendly and
well-adopted by the participants for use as an authentication method on their own VR devices.
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